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Overview

|Solution Overview

As demand for storage continues, the task of managing and backing up data is getting increasingly complex. As a
best practice, both onsite and offsite data backup solutions are being implemented across the board. Onsite data
backup provides quick recowetime frames, while offsite data backups protect critical information against a

disaster at the onsite location. As data storage requirements grow, even small businesses find themselves with
several gigabytes of data that need to be backed up on a iaitgmental basis. For example, a business with 1

TB of data, initiating a full backup to an offsite data backup provider with a standard T1 connection at 1.5
Mbits/sec upload speed, using 100% of available bandwidth, can expect to complete the itiGékfte backup

in 63 days. This unacceptable.

The SmartHer Backup solution is available as virtual or physical appliantes.buy a paiof SmartFiler Backup
Appliances; one for onsite and the other for remote offsi@onnect both to your LM for the initial backup which
may be very largeAfter the initial backup, relocate the Offsite SmartFiler to a remote locatiidre Onsite
SmartFiler will continue to perform the incremental backup to the remote Offsite SmartFiler.
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Office Network

S
at SmartPick Data

The SmartFiler Backup Appliance solution offers the flexibility to store your
offsite data (Offsite SmartFiler) at a location of your choice: Home, Branch Office,
Data Center etc.

Solution 1: Two Virtual Backup Appliances

Offsite SmartFiler — Virtual

* Quick download and install

* Use with VMware Player or
VMware Workstation

* Install on removable drives
such as USB drives or NAS

Onsite SmartFiler — Virtual

* Quick download and install

* Use with VMware Player or
VMware Workstation

+ Install on direct attached
disk drives, USB drives, NAS,
or SAN storage
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e Quickly implement enterprisgass virtual backup appliances on your existing storage and
compute infrastructure No hardware to buy.

e Designed for use with VMware Player or VMware Workstation.

o Enables businesses to own their offsite data backup solution instead of paying substantial
monthly charges to third party services.

¢ |deal for backing up 25GB to 2TB.

Solution 2: Two Physical Backup Appliances

Offsite SmartFiler — Physical

Onsite SmartFiler — Physical

e Simple, easy to deploy, enterprise class physical backup appliances, one for onsite backup and
the other for remote offsite backup.
¢ Ideal for businesses with large amounts of data (500GB to 12TB); RAID enabled.

Solution 3: Hybrid, virtual onsite appliance; physical offsite appliance

Offsite SmartFiler — Physical

Onsite SmartFiler — Virtual

+ Quick download and install

« Use with VMware Player or
VMware Workstation

* Install on direct attached
disk drives, USB drives, NAS,
or SAN storage
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Solution 4: FREE

¢ Identical toSolution1 but appliance storage size is limited to 10GB each onsite and offsite.
e Ideal for home or small business use.

Solution 5: Offsite Only z Provided on a USB Disk

o |deal for offsite backup onlyLimited feature set.
¢ Availablein 3sizes 250GB, 500GB, and 1TB

SmartFiler Backup Appliance Overview

The SmartFiler Backup Appliances are simple to use and provide secure and reliable data backup, both onsite as
well as offsite. The unique design dhe SmartFiler Backup Appliance enables any small and medium kagme

own their offsite backup solutionBy using a SmartFiler onsite at the office paired with an Offsite SmartFiler at a
remote location of your choice (Home, Branch Office, Data Center, etc.), you have total control of your offsite
backup solution aspgposed to storing data at unknown locations offered by online backup vend@asking up

and recovering huge volumes of data using an online backup service is imprabgagadactical maximum limit for
online backup is about 10GB to 20GB).addition,by usingthe SmartFiler Backup Appliance solution you save the
monthly service charges of an online backup service.

SmartFiler Backup Appliances are used as a pair to provide onsite and offsite data b@nkeaired, the two
SmartFilers create a seauprivate tunnel (like VPN) between them to communicate and transfer detta

transfer between the onsite and offsite SmartFilers are always encrypted. The offsite SmartFiler can be stored
anywhere with internet access.

In addition to nightly and weeklyackups, SmartFiler Backup Appliasican also be configured to take hourly
snapshots of selected data. This enables instant recovery of data from any snapshot during the day, inktead of
previousnighta backup. This poinin-time data recovery is a peerful feature that was available only for big
enterprises, untithe introduction of the SmartFiler Backup Appliances

Key features of SmartFiler Backup Appliasaee:

1. Ability to backup large amounts of initial data backup without depending on yowri&ternet
connection speedgCompare 63 days for online backup of 1TB of dafBlatomection speeds vs.nder
2 daysto backup the same 1TB of data to an Offsite SmartFiler on a Gigabit LAN)

2. Ability to quickly restore huge volumes of data; same toomparisons above apply!

3. No monthly service charges for offsite/online backups.

4. Affordablec Low cost of ownership compared to other solutions

SmartFiler Backup Appliareeome in various models and storage capacity to meet your needs. To have am offsit
backup, in addition to an onsite backup, you need two SmartFiler Backup Appliances, but they need not be
identical modelsYou need to configure one SmartFiler as an Onsite SmartFiler that backups data from all
computers in your network, and the other @ntFiler as an Offsite SmartFiler that is placed in a remote latétio
maintain an offsite backup
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Getting Started

I Virtual Appliance Installation

I PREREQUISITES

1. Install VMware Player on a desktop computer in your office network. VMware Workstatgralso be
used.

2. Download SmartFiler Virtual Backup Appliance softwaFeBMkxxx.rar), where xxxx depends on the
appliance size.

B InsTALLATION

Note: When using two virtual appliances, make sure that the offsite is installed on a removable USB drive

so tha it can be moved to a remote offsite location after the initial full backup.

VMware Player installed here

4 (M Computer
- & Local Disk (C) Offsite Appliance installed

“wm KINGSTON (E) < on removable USB drive
e ActiveFolders (0192,168.1.102) (U:)

- 58 photos (W192.168.1.102) (W)
- 58 movies (1192.168.1.102) (W)

- @ backups (\192.168.1.102) (x;) &<—Onsite Appliance
¥ public (\\192.168.1.102) (¥:) installed on
58 music (\1192.168.1.102) (Z;) mapped NAS drive

1. ExtractSFBMxxxra yi2 + €201t RA&l 2NJ I b!{ RSGAOSI ¥F2NJ
space on the disk for the maximum size of the backup appliance downloaded.

2. OpenVMware Playe8S f SOG ah LISy I [#2AO0NIdE 0 KaS GRX YSS ¢4 Y I NI CA f
SFBMEEEE FTNRY G(GKS SEGNI OGSR t20FGA2y® { St SO0 (KS
Note that the VM is added to the VMware Player library with its default name.

g} rome
- i
3. /t A0l G9RAG GANIdzrf YIOKAYyS aSiéiliAy3aéod Ly al.KS +AN

{StS00 (GKS aDSYySNrté¢ 2LA2yT Ay GKS NRIAKG LI yYyS (

G{YFNIGCAEtSNI hyaridSéd /fA0] hYo
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4.

e

Hardware | Options

—— —_——

S —

— —~ : , l .\
Settings Summary i Virtual machine name ..

ST | e o/
D Power '_ —

tfle GKS {YINICAtSNI hyaAadS GANIdzZt YIOKAYySo® I K3
Player.

I Physical Appliance Installation \

1.
2.

6.

{ SOdzNBft e FradSy GKS {YFNICAEtSNI G2 | wmpé NI Ol 06N
Connect an Ethernet cable from your network switch to the Ethernet port on the back panel of the
SmartFiler Backup Appliagc

Connect an USeyboard to the back panelof the SmartFiler Backup Appliance.

Connect a monitor to thBmartFiler Backup Appliance

NOTEThe monitor and keyboarakre required only for the first time network configuration. They can be
disconneted afterconfiguringthe Network Settings

Connect the power cord to the back panel of the SmartFiler Backup Appliance and plug it to the power
outlet.

Presghe power button on the front of the SmartFilerto boot the system.

I Configuring Network Settings and SmartFiler Location

1.

Once the console login screen appears, login to SmartFiler with the following credentials:

username: smartfiler

password: smartfiler

LY GKS {YINICAtSNI/2yFAIdzNF GA2Yy aSydzz OK22a$S 2L
***;»v#¢»x=*x¥4x»»a*»x*%*&*i%u*&***u*x*’x

SmartFiler Configuration

I I K FE W I TP I I I I I F T HE T I DT I I IE IR I HE DI JE P I M I B

Select one of the following command options:
1. C igure All
VA

e-Network
ion - Onsite or Offsite
Zone
t Admin Password

7. Advanced Options

Choose Command Option (1,2/3/4/5/6/,7): 1

Select the networlknterface 0 or 1 depending on which Ethernet port is connected to your net&orke
physical appliancenodels may have only one Ethernet pat. virtual appliances, select interface 0.
Provide the IP address, Mask and Gatgwattings according to youetwork. Verify the settings and

SmartFiler Backup Appliance User G
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G8LJS aeéSaé pioReedindtyte xdudiguratighR
Conf igure Network

B R e

Choose network -int e B8 or 1
B=Interface 8 ( ) t=Interface 1 (ethl)
Interface(8 or

=x»x%%* Please check your configuration parameters
You provided the following configuration
336 36 36365636 36 3636 36 3 3 3 36 36 36 36 36 36 .36 .3 6 3 36 36 3 3¢

Network Interface = Interface 8

Gateway = 192

P2 2 H e F I I F I F H I T I P I I I F I I I

0 Network Ports 1

Apply these settings? (yes/no): yes_

4. Next, configure this SmartFiler as an Offsite SmartFiler or an Onsite SmartFiler by an@vienifle.

B B s B T i e el e

Configure SmartFiler location as Onsite or Offsite

NOTE: Only the Onsite SmartFiler can be configured to
backup data from other computers on the Network.
Offsite SmartFiler can only maintain remote backups
from the Onsite SmartFiler.

P 3P TE PP I P T FEFE I HEIE I T P TP IEFE T F T T M FE P I P I I T K H KT H ]I HE I T IR

Is this an Offsite SmartFiler? (Y/N): N_
NOTE Only network configuration via console loggeds to be done for the Offsite SmartFiler. All other
configurations are done only on the Onsite SmartFiler.
5. On the next screen, select the timeeaccording to your location.
NOTE Choose the same time zone for both SmartFilers even iathey two different time zones
6. Choose option 6 to quit the configuration menu. (The system will automatically log you out)

| Reset AdminPassword |

1. The administrator password to access the SmartFilers via a browser may be changed using the SmartFiler
User Interfae. However,d resetthepasswordo factory settings (admin/admirlpgin to the console as
before and choose option 5.

o P B IE P 0 B P B I PEBE-I0E E B -IE B0 -BE-E 6 PE-IE B IE 6 BE-BE-E B PEIEFEIE M IE

SmartFiler Configuration
B e PE I PE T FE P PE PP T PE PE PP T PEPE P I W W FE P PP WP

Select one of the following command options:
. Configure All

Conf igure Network

Set Location - Onsite or Offcite

el e Zone

Reset Admin Password

Juit

TJavanced Dptions

1

il
g
a1
5.
6.

hooze Command Option (1-2-3-4-5-6-7): 5_

SmartFiler Backup Appliance User G




I Configuring the Offsite SmartFiler

1. Repeat the steps listein theGetting Started sectiofor the Offsite SmartFiler. Remember to configure
a4 hTFaAldS 6KSYy LINBYLIISR 6AGK GKS ljdzSadAiazys

NOTE For initial backup, connect the Offsite SmartFiler to the same LAN with the Onsite Smaidt€iter.

completing the initial backup (which might be large) the offsite SmartFiler can be relocated to a rem
offsite location. The backups will continue through your Internet connection
2. Though you can access tBéfsite SmartFiler Web Ul using a web browser, it is not needed for

configuration purposes. All configurations in the following chapters are done using the Onsite SmartFiler

Web Ul, unlesstherwise specified

it
aLa |dKA

ote

I Accessing the SmartFiler User Interface using a WebBrowser

1. From any computer on the same network, open a web brawséneURL address batype in¢
http://{ IP address you specified for esite SmartFile}:22280
2. On the SmartFiler Welcome screeh, A O  dcpnfigBra{yY IiNli CA f S NE @
3. Enter the following credentials to login to the SmartFiler Web User Interface.
username: admin
password: admin NOTE Enterthe Registration information when prompted t
' ntiadan internet Explorer continue with configuration of SmartFilers

@ &) hitp:fnoz.168.0.91 !
W & | (D) untitled Document [ ‘ f
HAVG - (o YAHOO! searcH v | [ search || & TotalProtection | @l AVGInfo ~ GetMore | 2}~ (@ Identity Guard

SmartFiler

The Intelligent Storage Appliance SmartPick
Backup

r The server 192.168.0.91 at SmartFiler Login requires a
username and password,

Warning: This server is requeski
password be sent in apirecure

grtirat-your-usgrname and
manner (basic aUtheqtication

User name:

Password: N | eeeee

SmartPick Backup - itis secure, 1-408-238-7731

Simple, and Smart

Pairing Onsite and Offsite SmartFilers

1. C2NY GKS (2L) YSydz 61 NJ 2y (G(KS {YINICAfSNI 2S5o
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2.

3.

5.

C2N) G(KS ! ROIYOSR hLIiA2ya -hisham.HIeNI Ot A0l 2y GKS

SmartFiler Backup Appliance

SmartPid

Dashboard Backup Policy Delete Backups Advanced Options

Onsite

Advanced Options

‘m- Purpose
S |lTo pair a SmartFiler that contains data onsite to a

Type the LAN IP addresses of the Onsite and Offsite SmartFilers if they are pairedrirtime fi Type

the WAN IP addresses if the Offsite SmartFiler has been relocated outside of the LAN.

NOTEThe Onsite and Offsite SmartFilers must be connected in a LAN for initial.pairing

{ St SO0 WCA NA i-dotvi nveBLEfor theNiBitiel painé. Seldcidxevi Location is the SmartFilers
were previously paired and relocated to a different network.

NOTE If the SmartFilers are on different networks behind a Firewall, then the Firewall must be configured
to forward SShkbort (Default:22222) to theespective SmartFilers

SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite

Pair Onsite-Offsite SmartFilers

Onsite SmartFiler If: [192.168.0.70
Offsite SmartFiler IP: |192.168.0.91

First time pairing or New locatio EF@rst—Time v'\

NOTE:

The two SmartFiler must be able to access each other using the IP
addraccac nravidad shnva If thav ara natin tha cama | AN than WAN 1D

/I tA01 2y atFANI {YFINIGCAtSNERE (G2 AYAGAFIGS LI ANRY3(
NOTE The two SmartFilers exchange SSH keys during the process of initial pairing. This enables the two
SmartFilers to communicate securely and transfer encrypted data.

Configuring Computers on the Network for Backups

|Selecting Windows Computers from the Network for Backup |

1.
2.

From the top menubardi KS { YI NICAf SNJ 2So6 | LX tlbt AO] 2y GKS &
Fram the Advanced Options menu @f A O] Cénjiguré WiGdows Backuiplders tab.
NOTE You can configutdetworkBackup only from the Onsite SmartFiler

SmartFiler Backup Appliance User G
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SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite
Advanced Options

— opon | Pupose |

Provide theNindows ServerlP Address, Server Name, Username for the Windows Shared Folder, Passworc
and the Windows Shared Folder Name.

NOTE You carusean existing username/password credential for the specified Windows shared folder or
ONBIFGS I aLISOATFTAO dzaSNJ F2NJ ol O dzLJ LIzN1LI2&aSaod 2 S N
2AyR26a aeaidsSvya 6A0GK awSl R4SecJppeMsiii aA2ya TFT2NJ ol Of

SmartFiler Backup Appliance [
SmartPick

Dashboard Backup Policy Delete Backups Advanced Options BaCkUp

Onsite

Configure Windows Backup Folders

Windows Folders Already Configured for Backup

Windows Server IP Server Name Folder

Add Windows Folders for BdAckup

Windows Server IPf||192.168.0.8

Windows Server Namg: | realswami

Windows Usernanie: jbkpuser

Windows Password:

Windows Shared Folder Name: EtempZ 4

[ Configure Windows Folder | [ Cancel |

SmartFiler Backup Appliance User G
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4,

5.

/A0l 2y G/ 2yTFAIdNB 2AyR264a C2f RSNE G2 O2YLX SiG$S

SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite

Configure Windows Backup Folders

windows Foldess

Windows Server IP Server Name

192.168.0.8 realswami

Click here to select and detach Windows folders

Add Windows Folders for Backup

Windows Server IP: ‘

Windows Server Name: ‘

Repeat these steps for all Windows computers on the network that need to be backed up.

|Selecting Unix and Mac Computers from the Network for Backup

1.
2.

3.

Formthe top menubarontfeYF NI CAf SNJ 2So6 ! LxX Of xaR] 2y GKS da!R

C2NY (KS ! RGIYOSR hLXiAzya YSydz 6l NJ Ofah 01 2y (GKS
NOTE You can configuidetworkBackup only from the Onsite SmartFiler

SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite

Advanced Options

|| To pair a SmartFiler that contains data onsite to a
harkiin @martFilar nffsita

Provide the Unix server IP adds, Server name, Absolute path nashéhe NFS exported directory, a
name for the mount point on the SmartFiler.
NOTE Any NFS/UNIX/Mac folder that needs to be backed up should be first exported from the respective
Unix server with at least Read accéssthe SmartFiler. The exact procedure and syntax for exporting
directories depension the flavor of UnixSee Appendix 2)
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| &)
SmartFiler Backup Appliance ; L i

SmartPick

Dashboard Backup Policy Delete Backups Advanced Options BaCkUp

Onsite

Configure NFS/Unix Backup Folders

Unix Folders Already Configured for Backup

Unix Server IP Server Name Directory Mounted As

Add Directories from Uni)} 'Servers for Bagkup

[192.168.0.70

Unix Server I
Unix Server Narhe: isf—dev

NFS Exported Absolute Directory Path: §,Idata/userdata./public ]

Give a Name for Mounted Dir i

=
SmartFiler: \PUDlic

[ Configure Unix Server Backup ] [ Cancel ]

SmartPick Backup itis secure, simple, and Smart 1-408-238-7731

4. | £t A0l 2y &/ 2y FA3IdzNB | yAE { SNIIIoadd ot Uddérvers lickOod Y LIt
oAdd More Unix Dirgtories and repeat the steps above.

SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite

Success

Added Unix Directory Successfully.
Server: sf-dev
Directory: /data/userdata/public

Add More Unix Directories

Configuring Backup and SnapshotPolicy

I Backup Policy

SmartFiler Backup Appliance User G
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1. Formthetopmenubarfai KS { YI NICAf SNJ 2So | L@ Ot AO] 2y GKS 4.
NOTE You can configure Backup Policy only from the Onsite SmartFiler

SmartFiler Backup Appliance

Dashboard l Backup Policy | Restore Data Delete Backups Advanced Options

Onsite

View Offsite Dasl
Onsite Dashboard Current Time: Sat 02/27/10 06:

Last Activity Network Configuration

2. IntheBackup Policy page specify your backup and snapshot schedule and retention policy.

3. Configure or Disable Backuhoose and option (Onsite Only, Onsite and Offsite, Offsite Only or No
Backup)

4. Daily Backup Time Selecthe time to start the daily backup

5. Retain Daily Backups fqQiTypethe number of weeks you would like to retain the daily backup data.

6. WeeklyBackups{ St SO0 &, Sa¢ AF e2dasweldA R fA1S 6SS{te ot

7. Backup Weekly oqSelect a Weekly Day for Backup

8. Retain Weekly Backups foiype the numbeof weekly backup data to retain.

9. Database Backup{ St SOl ab2¢ @ ¢2 SylLotS 5FGFolFasS . F O dzld

http://www.smartpick.com/UsingBackupEx&tml

10./ t AO1 2y &/ KFy3S /2yTFAIdNI GA2yé odzidz2y o

SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced O

Onsite

Configure Backups and Snapshots

Back/m

—_——

Configure or Disable Bagkup | Onsite & Offsite ¥ |

Daily Backup Time 4 v|[50 v|[Pm +|

Retain Daily Backups for 2 | ieeks)
Weekly Backups [ves v/

Backup Weekiwon | Mon v
Retain Weekly Backups 18 | Wesks)

Databas@g/'/_\
Enable Database Backup Offsite |[No |
(Exchange, SQL, ShareRoint, Oracle. etc.)

Uacohi Canaakhatn Nasicina

] Hourly Snapshot Policy

In the Backup Policy page:

1. Enable Snapshotklourly Snapshots of All Data Onsite -fi Ye s 0
2. Select the time of day for the first Snapshot.
3. Select the snapshot frequency from the ddmgovn menu

SmartFiler Backup Appliance User G
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4. Select the number of snapshots per day.
NOTE Allow the initial backup (First Backup) to complete before enabling the Hourly Snapshots.
SmartFiles can then optimize the disk space more efficiently.
NOTE Snapshatare stored only in the Onsite SmartFiler. The Srapsire retained for 24 hoursiftil a
new Snapshot is taken at tlsame time on the following day).

Hourly Snapshots of All Data Onsite lYgg : Cre;
First Snapshot a i
Snapshot Data every
Number of Snapshots per day
[ Change Configuration ] [ Cancel ]
I Snapshot Now ‘
1. ,2dz Oy Ftta2 ONBFGS I {ylILaAK20 2y RExyt yRYo&K®t AIDOR ¢

Policy page.

SmartFiler Backup Appliance

N
Dashboard Backup Policy Delete Backups Advanced Options

Onsite

Configure Back and Snapshot:

4 P

Backup Options

Configure or Disable Backup |Onsite Only v/
Daily Backup Time (2 v][20 v][PM v

Retain Daily Backups for |1 | weekis)
Weekly Backups ‘Y?t
Backup Weekly on iMon v;

Retain Weekly Backups for | | weekis)

Hourly Snapshots Options

Hourly Snapshots of All Data Onsite Ye? ﬂ

Create a Snapshot Now

First Snapshotat  [10 (00 ~|[Am +]

Monitoring Backups
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I Dashboard

S J

SmartFiler Backup Appliance A

SmartPick
Dashboard Backup Policy Delete Backups Advanced Options Backu.p
Onsite -—

\ Offsite Status: IEANOI

Onsite Dashboard Current Time: Tue 11/09/10 09:25 AM

Last Activity 1 \Network Configuration

Total size transferred: |D Bytes

Backup activity  View Log | Local Network (LA&N) IP Address: |[192.168.0.77
| StantedibreMon 111051 Q0% S0 .AM [ Internet Domain NameWAN IP Address: [192.168.0.77
| Finished on: Mon 110810 04:50 PM [ Offsite SmartFiler Domain NameaN IP: [192.168.0.68
[ Total number of files selected: |[20013 | SSH Port:|[22222

| Mumber of modified files: |0 \ Disk Usage

| Mumber of files transferred: |D \ | | ospisk || Databisk
| Total size of all files: |5236 Mbytes | Total Capacity | 143G | 0

I Total size transferred: ID Bytes | Used|  @4% | 0

| Effective Transfer Rate: |48 .73 Kbytes/Sec | Available Capacty | 236G | 0
Snapshot activity  View Log / Backup and Snapshot Pollcy

| Started on: Tue 09/21/10 05:30 PM I Backing up data to: [Onsite and Offsite SmartFilers

| Finished on: Tue 092110 05:30 PM /’ | Daily Backup time: 14:50 PM

I Total number of files selected: IBU | Retain Daily Backup for: lMost Recent Backup Only

| MNumber of modified files: |0 | Weekly Backup day: lNot configured

| Number of files transferred: |0 | Snapshot &1l Data onsite: lNot configured

} Total size of all files: 846 Mbytes | Detabase Backur: || Enabled

|

Effective Transfer Rate: |4 17 Kbytes/Sec

Windows Folders Configured for Backup [ \

Unix Directories Configured for Backup

I Windows Server IP I Server Name l Folder |
[ 192.168.0.10 [ ferrari [business

SmartPick Backup t s secure, Simple, and Smart _ wiw. smartpick.com

SmartFiler Backup Appliance - Model: SFEB4000R-40

Software Version: 2.0.18 Ap—

Serial No: 1267845

Unix Server IP | Server Name | Directory

SmartFiler and Backup status can be monitored tghotine Dashboard. The display on tbp left of the window
shows if the Dashboard is Onsite or Offsltlsingthe Dashboard you can monitor:

e Last Backup activity

e Last Snapshot activity

e Network addresses of both SmartFilers

e Disk usage OS disk and Data Disk

e Backup and Snapshot Policy

e Windows folders and hix directories being backed up

e The status of the offsiten@artfiler (GOOD, ERROR, NOT PAIRED)

e The Dashboard of the other SmartFiler (thru the link: View Offsite Dashboard)
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I Email Notifications

1. Fram the top menu bar click on Advanced Options.
2. Select Configure Notifications

SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite
Advanced Options

3. Inthe Configure Email Notificatiopage,

a. Select the events for notification

b. Provide your email settings (SMTP server, Username and Password)

c. Provide a valid From address

d. Provide email addresses, separated by commas, of people to be notified
f SO0 (GKS OKSO1 0 2 KouwdnSayeBt mail tolb& serit to Se¥ify thefsettiigs & €
A Ol

SmartFiler Backup Appliance ‘

Sma
Dashboard Backup Policy Delete Backups Advanced Options Ba
Onsite

Configure Email Notifications
/V

Send email notification after each%ckup

)

O

Send email notification after each sn*shut

Send email notification if the paired Sn\artFiler is not reachbale for 30 minutes

)

Send email notification if Disk is over ;D% full.

Send email notification when connecion is resumed between the paired
SmartFilers

M .. | =

Send email notification if B/ad(ﬁulicy or Admin password is changed

Email Settings~

SMTP (Outgoing) Mail Server: ,‘r{r‘r:artpick_com \l
AC 4

- X
Usernam/ |backup@smartpick.com ‘\\

Passwo{d: |nnnannnnnn !

Email From: | .
example:name@yourcompany.c‘g(n ipllen1@smartplck.cqm

Email To:\{ - /
example: \support@smartpick.com /\
namel@addressl.com,name2@address2.com

Send Test Mail
Send a test email now

Reset All Email Settings

IE

Reset all Email Notification Settings

.I Configure Email Notification ] [ Cancel ]
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Moving the Offsite SmartFiler to Remote Location

Smartiler Backup Appliansaredesigied to enable offsite backup large volumes of data by performing the
initial backupm a LAN and then moving the Offsite SmartFiler to an offsite location. To relocate the Offsite
SmartFiler after the initial backup:

1. When a backup is not in progress, shutdown the Offsite Smarttfierghthe SmartFiler Ul
Advancel Options4 Troubleshooting page

SmartFiler Backup Appliance

d
Dashboard Backup Policy Delete Backups Advanced Options

Onsite

Run Troubleshooting Commands

® Ping IP address or Domain Name

O Trace Route to IP address or Domain Name

O Enable Windows Sharing (Current State:

1. If using a physical offsite appliancakeit to anoffsite locationof your choiceconnect it to a network
with Internet accesslf using a virtual offsite appliancake the removablelisk where the Offsite
SmartFiler resides to an offsite location of your choice; connect it to a desktop computer with Internet
access; make sure that VMware Player is installed on this computer. Run the Offsite SmartFiler.

2. Assign an IRddresdor the Offsite SmartFiler using the Console Interfamse( a keyboard and monitor
connected to the SmartFildrit is a physical appliang&o do this login witlusername smartfiler and
password smartfiler; choose Option 2 Configure Network and follow thetrirctions.

3. Configure the Firewall/Router to allow the SSH port used by SmartFiler (Default 22222) to be forwarded to
the Offsite SmartFiler l&dress

4. Repeathe abovestep for the Onsite SmartFiler

5. Pair the Onsite and Offsite SmartFilasing the SmaFiler Ul of either of the SmartFilers. (Advanced
Options4 Pair OnsiteOffsite)
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SmartFiler sackup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite
Pair Onsite-Offsite SmartFiler

Onsite SmartFiler If: |206.16.22 45

Offsite SmartFiler 1P: (21621833122 |

[New Location ¥

First time pairing or New locatiork

NOTE:

The hwn SmartFiler must be ahle tn anness sach ather usina the IP

7. Click on Pair Smart Filers button.
8. Now the Onsite SmartFiler and the remote Offsite SmartFiempaired and will perform remote backap

Restoring Data from Backups

I Restoring from a Windows System:

1. Open Windows Explorer and click on Tools and select Map Network Drive.

2. Select a Drive Letter and type Folder nam@ sfbackupbackupto
restore from Backups or type the Folder reaas
\\sfsnapshotsnapshotgo restore from Snapshats

3. /tA01 2y GRAFTFSNByYy(d dzASNI yI Y
G§KS dzaSNYIYS dol O1dzL¥ | yR LI 3§
Ad aol O dzL¥ ngeilzisingthe Simar@FHeyUI)O K |

4, | £t A0l ahYé IyR OftA0] 2y CAYyAaAaRK OdUUZYy®

NOTE If you are unable to Map
Network Drive usint\sfbackup

they try usmg_the LAN IP addres L) dzlly & A
of the SmartFiler: 6587 dzf
\\ip_addressbackup
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file:\\sfbackup\backup
file:\\sfsnapshot\snapshots
file:\\sfbackup

@ Back ~ \_) P /ﬁ Search [f Folders ‘ .'
Address " Aj My Compute’r o v
Folders X Files Stored on This Computer
@ Deskkop ~
& Map N rk Drive
f (£ My Documents &wﬂs&&%&mﬂe win's Documents
# J My Computer X
5 % 3 My Network Places ‘Windows can help you connect to a shared network folder
4 ° and assign a drive letter to the connection so that you can
# Recycle Bin \‘ access the Folder using My Computer.
= esh's Documents
ot | Specif e drive letter fFor the connectiag and the folder
thg¥you want to connect to:
ive: Z: v
Foltey; | sbackupibackup v/
By default, you will connect to the network folder as
FERRARI\Swami. To connect as another user, enter their
user name and passyie
User name: Br o
Password:
A A 7 = A~ A
| X s s
5. 'aAy3d LyGSNYySd 9ELX 2NBNE FTNRY GKS

6. Find the Backupr Snapshot you want to restore from the list and click on it.

SmartFiler Backup Appliance

Dashboard Backup Policy Delete Backups Advanced Options

Onsite

View Backups A
Backups and Snapshots Available Onsite

Available Snapshots - Snapshof Time

g - i - Snapshot
To restore system in Log File Foll)der
:50: View log File snapshot.0
03/07/10 01:49:39 PMY, | Viewloa File | snapshot.l
Héurlx Snapshot: 03[07[i0 01:47:23 PM View log File snapshot.2
Hourly Snapshot:  03/04/10 07:22:24 PM View log File snapshot.3
Available Backups - Backup Time
Log File Backup
the same LAN, use Intern Folder
¢ click the linl
Daily Backup: View log File daily.0
Daily Backup: viewlog File | daily.2
Caily Backup: View log File daily.3
Daily Backup: View log File daily.4
\ Daily Backup:  03/07/1009:31:30 AM /| Viewleq File daily.5
Raily Backup: 03/05/10 07:27:02 Ply View log File daily.6

7. The selecté Backup or Snapshot folder will open in Windows Explorer.
8. hLSy G(KS a5l GlFé T2t RSNJ 6@

R2dzot S OtAOLAY3 2y Al

{YFNICLESNI 2S¢

SmartFiler Backup Appliance User G




9. Drag and drop the file/folder you want to restore to any location.

File and Folder Tasks R // data

= Make a new folder
&) Fublish this folder to the
Wel

| Restoring from a Unix System

1. Login to the Unix system as root.
2. Type the following commands:
mkdir /mnt/restore

mount Tt nfs {ip_address_of smartfiler}:/data/backup /mnt/restore

cd /mnt/restore
pwd

cd {name_of_the_backup/snapshot_folder_to_restore}

cd data/userdata
Is

3. You will find youfiles and directories. cd to find your file/directory and copy it to your system

o=l
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NOTE The name of the Backup/Snapshot folder can be found on the restore page corresponding to the
Backup/Snapshot you want to restore.

SmartFiler Backup Appliance

Sm
Dashboard Backup Policy Delete Backups | Advanced Options | B

Onsite
View Backups Available
Backups and Snapshots Available Onsite

Availahl " = " Time

To restors data from = Windove systam in Log File |Snapshot
the same LAN, use Internet Explorer and Folder
click the links below
Hourly Snapshot:  03/07/10 01:50:54 PM viewlog File | snapshot.0
Hourly Snapshot:  03/07/10 01:49:39 PM Viewlog File | snapshot.1
Hourly Snapshot:  03/07/10 01:47:23 PM Viewlog File | snapshot.2
Hourly Snapshot:  03/04/10 07:22:24 PM Viewlog File | snapshot.3

Available Backups - Backup Time
To restore data from a Windows system in il
the same LAN, use Internet Explorer and Log File
click the links below
Daily Backup: —03/02 sicuclog Eil
y 03/07/10 02:06:51 PM

Backup
Folder

View log File

Daily Backup: _ 03/07/10 01:06:30 PM View log File daily.4
Daily Backup: _ 03/07/10 09:31:30 AM View log File daily.5
Daily Backup: _ 03/05/10 07:27:02 PM viewlog File | daily.6

To Restore data from a Unix server or desktop

NOTE To restore data frorthe SmartFiler, the system you want to restore the data to should be in the
same LAN as the SmartFiler.

Deleting Backups

You can delete unwanted backup data to regain storage space. To delete backups:

pwbdPR

Click on the Dete Backups tab from the top menu.

Sdect the Backup/Snapshot folders you want to delete by clicking on the box next to it.

Click on the box next to Confirm Delete.

I £tA01 2y a5S8tSGS {StSOGSR .1 O1dzLjaé 2N 455t SaGS
backup or snapshot folds.

SmartFiler Backup Appliance

S
Dashboard Backup Policy Delete Backups Advanced Options B

Onsite
Delete Backup
Delete Snapshots Onsite

Select Available Snapshots - Snapshot Time Snapshot

Select and delete to free-up storage space Folder
O Hourly Snapshot: ~ 03/07/10 01:50:54 PM snapshot.0
O Hourly Snapshot: ~ 03/07/10 01:49:39 PM snapshot.1
Hourly Snapshot:  03/07/10 01:47:23 PM snapshot.2
Hourly Snapshot: ~ 03/04/10 07:22:24 PM snapshot.3
Confirm Delete [ Delete Selected Snapshots ] [ Cancel ]
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Advanced Options

I Pair Onsite-Offsite |

Explained in the chaptBairing Onsiteand OffsiteSmartFiles

| Network Configuration |

You can use this page to change the IP addvEse SmartFileand the default SSH port.
NOTE When you change the SSH pogtmember to:

1. Change the SSH port on the paired SmartFiler

2. Pair SmartFileronce again, using the procedure described in the chaptdrairingOnsiteand Offsite
SmartFilers

3. Reconfigure the Firewaltssite and offsiteéo forwardthe new SSH port to the respectiveSmartFilers.

] Configure Windows Backup Folders |

Explained in the Chapter on Configuring Computers on the Network for Backups in the seSttactimg
Windows Computers from the Network for Backup

| Configure NFS/UNIX Backup Folders |

Explained in the Chapter on Configuring Computers on the Network for Backups in the seSttattndJnix and
Mac Computers from the Network for Backup

I Tech Support

If you encounter problems that our Tech Support Engineers are unable to resolve over the phone or eraail, you c
provide access to a SmartPBipport engineer to login to the SmartFiler for troubleshaptitf a login access is

needed to resolve a problem, provide following information to the SmartPick Tech Support engineer and click on the
Allow Tech Support button:

WAN IP address of the SmartFiler

SSH port

Your company name

Smartier software versionumber and the Appliance model number.

pwbdPR

Once the problem is resolved, click on the Disconnect Tech Support button to disable dbecas&ntPick Tech
Support engineerThe system is shipped with the Tech Support login disabled ismddommended thait
remains disabled at all times excehiringtroubleshooting.

I Set Windows Password

You can use this page to change the default password to access the Backup/Sfagshofrom Windows
systems. The default usernamé&ckup andthe defaultpasswordsbackup .
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I Change Admin Password

You can use this page to change the login password for SmartFiler Web Ul. The default usexdanime énd
the defaultpassword i@dmin .

| Configure Notifications |

See the Monitoring section.

| Troubleshooting |

This pagerovides the following functions for troubleshooting or advanced configuration.

[ Restart SmartFiler
Always use the Restart SmartFiler option in this page to restart the SmartFiler.

| shutdown SmartFiler
Always use the Shutdown SmartFiler option from thigept® shutdown the SmartFiler.

| Ping

If you want to check whether the SmartFiler is able to access other computers in your LAN or the paired

SmartFiler othe Internet:

1. Type the IP address or the Domain name in the box.
2. { St SOG GKS 02 YYl litkhg id thifickceyiextdaith y 3¢ o6& O
3. /tA01 2y GKS awdzy /2YYlIyRé¢ odzid2y o
4. Look in the Command Output window fbe results.

P Trace Route
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